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Administration & Technology Committe
Town Hall, 50 South Main Street, Room 312
September 9, 2019
8:00 am

MINUTES

1. Callto Order: 8:01 am

2. Present: L. Sweeney, S. Cantor, B. Kerrigan, C. Williams, B. Wenograd (via
phone), M. Hart, P. Alair, G. Newsom; E. Labrot, J. Morin, R. Palmer, Jen Evans,
Invited guests: J. Gilchrest, T. Exum, K. Hamilton

3. Business ltems Discussed:

a. FCC Third Report and Order Briefing: Jen Evans reported on State/Local
Franchise authority in CT and concerns about the funding impiications of
the Order. She would like our State Legisiators to speak with the Attorney
General's Office, and she will keep everyone updated on developments
within her association.

b. An Ordinance for the Recodification of the Code of the Town of West
Hartford: G. Newsom discussed the ordinance that involves a review of
the Code to look for any errors/conflicting ordinances; the Town is
required to complete this review every ten years.

c. Cybersecurity update: J. Morin reported that training has been completed
with Town staff.

{See Attachments)

4. Staff Reports:

a. Information Technology — J. Morin reported that the Town Website update
is moving along.

b. Plant & Facilities — R. Palmer submitted the attached update. No major
issues at this time; the Town will transition from air conditioning to heat
sometime in the middie of October.

¢. Town Clerk — E. Labrot reported that Absentee Ballots will be available
starting October 4th and the Town Clerk's office will be open until 4:30 on
Fridays for the month of October. The Registrars of Voters Office will aiso
have extended office hours the month of October. There is a small
committee meeting to develop a policy for displays and art on the walls of
Town Hall. Report due by the end of the month to M. Hart.

5. Communications:
a. July 1, 2019 Minutes

6. Adjourned: 9:10 AM
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Phishing & spear phishing/whaling 93% of all breaches or incidents are caused
attacks by peopie falling for phishing scams

A prishing attack is the praciice of sending an Emas that appears 1o be from trusied sources E -y
wth the goal of gawning i g 1l t0n of inflyencang the user ta b I
do sometng. ! B

Cambines setial engingsring with techrical trickery. YO nter your uretrrma and
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Spear Phishing 15 a very targeted type of phishing actvity: attackers take the ime to learn
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Hacker 101: Build Trust

= P PayPal -
P Trantaceon mas Bev Dacened Spear phishers personalize emails to try to gain your
trust
Full name

Maiting address

m il -Name of your employer

Personal Data (SSN, Banking Account Number, etc.)

Stage Two: The Phish
g ' App roaCh The second ermal contains makicious attachments or bnks

The Dovble Barrel attack uses muluple emails 1o create 2 believadie narratve
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How to Spot a Phish
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Sample CEO Fraud
Date: Mon, 4 Feb 2019 27 18.08 GIAT
Fram: Michoe! Smith {msmith] @gmail.com)
Fo. fposl 10y g tdu
Subyect: Please get back to me or i'us

Do you have a moment? 1am tied up in a meeling and there is somethang
need you 1o take care ol

We have a pending invoice from our Vendor. | have asked them to emai me
2 copy of the invaice and i will appreciate it i you ¢an handle it befare the
close of banking transactions for today.

¥ cant take calls now so an email vall be fine
Sent from my iPhone

Town in New Jersey

‘Opened email attachment titled “Invoice.doc”

‘Document is blank, Emotet malware downloads through macros
“Antivirus doesn’t detect it, no known way to clean

‘Propagates through network, steals passwords, contacts

‘Next day employees report personal Amazon accounts hacked
‘Business accounts hacked, Staples, Amazon

‘Had to shut entire network down, wipe all computers manually
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Type #1: CEQ Fraud

MR ISOA LS 0 Exedulive

Hacked or spaoled eman addreni
Expiaits authority

Type #2: Bogus Invoice Schemes

* lmpersonate trusted vendor or suppler
+ Use fake invorces
4 Point you to new location for wire trandder

INVOICE

Avolding BEC Scams

Always check the sender and verify it is legitimate
Check reply 1o addresses as wel
Check links before ciicking



A Real Threat...

=68% of businesses sustained a reportable/sizable cyberattack in
2018 and 20% were unaware it happened or for how long

=41% experienced a data breach, which is the new “gald”
{data=money)

=Most common attack vector is the end user falling for a phishing
scam [weakest link)

=200 reported public sector ransomware attacks in 2019 to date..

=0ngoing end user training is nesdead,; dedicated Cybersecunty IT
Specialists
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Random Bait to Chew On

Top phishing disguises:

Top malicious antachments:

a3 F nvoices (15.9%1 - Offwce e (384

Emal deliery fadures (15 3%] - Archwe fips | aipfete } (37%)

+ POF fiey [14%]

Legal / Law enforcement (13.1%)

Scanned documents [11.5%)

Zackage detvery {3 9%)

Highest Click Rates:
Top Phishing Lures: . A
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Genenc Email Credenual IRS (1
Harvesling
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Real Examples

Cay of Vardes, Ax

£ G dnd Couvtey o Bross

P R ST 3 ) T b

Tk 7 8w Sgrpnas or b

e E2 BT AT PELOINIE AR AR L 10 2 STt e
e tpmiom dgmand dean

T

Sromaped o i iy A
FiT 836 10 10 e eae T4 GALS
ot s

T ot Apia, S San brangge, Ch

= © TR

Coutes 1 rw rhad
R E T P
s i T 8 ¢ deensfetiee i

vt

More Examples..,

lazkran Cooety, A

Town of Farmingion, C1

LB ¢ om e
e
s
By rmeal wemr £1411E0h P einared

Tewn of Glauantyhy, €7
Sutm et Eeny ¢l e 'es
T dned e ) eondr 42 amlogen T4

1 1 G SR O00
T WICET O AeT

1phe e duL ¢yl

PREVENTION COSTS 10%-20% THE COST
OF REMEDIATION...



Proactive measures from West Hartford IT

Part of out ongoing Cyber Defense Strategy includes:
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More is needed...
all these new SySIEmMs, 4t

i [4 yIT Spacealists lor

latest zero-day threats, trasaing £nd-users, and for disaster recovery plannin,
Cutrently L miltlan Cyberiecurity jobs apen globally;
Participating In Hatlonwide Nationwide Cybersecurity Review {NCSR}
The Natlonwide Cyb ity 1 2 no- nugl self designed 1o
measure gaps and capabHities of louL mhl'lamf territ overnmenis’ :vbusuum'
Enmlm it is lmed ©n the Nulonal Ins(-w!e ol $1a ds and Technology Cybedsecurity

ramewotk {NIST CSF), i1 1ponsared by the Departmeni al Hameland $ecurity {DMS) l Ihu Multi-
State tntormation Shatlng and Aaalysis Center® (MS-ISAC? L

The NCSR evaluates cybersecurity maturity across the ration while providing actignabte feedback
and metrics directly t= Individual respondents in State, Local, Trial & Territorial (SLTT}
ROvErnMEnts,

Using the results al the NC5A, DHS deliver:
proveding & broad picture af the tyberdeiu

ing ahead of the
eagcution,

Bi-yrarly anonymaus summary fepart to Congresy
maturily a¢rocs the SLTT sommunities.

THE RESULTS:

19% of the Larpeted 40 Town ol \West Harllord employees el far the atlsk
Fram § chiferent departments
Prowided ther real syormame and passwords

The simulated arlackers then used thole credeatsals (9 a0eH the emploves Emad aceounti and
VPN, now they are INSIDE the network

Usec keywaord searches in Email 1o ind passwords to other systems INEVER EMAIL PASSWORDL)
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CAUTION: This erunil oripimated from cunslda of the orpsnizatan. Do not ¢lick links or open stachnienrs uslies you
have verified the wnder and knaw the eontern in 1afe.



(EXTERTEAL SINDER: Chunge OO

T need to 4l oul @ dinet depcd BCount Charge 10, Kridly $Aa M i 0f | #Maed the Jetis 15 o dapailyh
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How to combat phishing:

Critical thinking — Do not accept that an emad i3 the real deal just becauie you're busy of
siressed or you have 150 other unread mestages in your inbox, Stopdor a minute and analyze
the ema. Check headers. H you see EXTERMAL SENDER from someone 1hat warks here, it s
PHISHING

Houering over the links — Mave your mouse pver the Iink, but de nok click it! Just let your
Mouse Cursor over the ink and e where would allually 1ake yom ABply CriLic3l IGkieg 1o
decipher the UAL

Andbyiing email headess — Emisl headers define how an e=ail got to your address. The
~Reply-ta™ and “Retuts Path™ parameters should iead 16 the same dorvam a8 18 siated 10 the
vl

Caltthe Sender ar a kngwn number, ~ot any numner grav:ded v Email 1o wenby guireatly of
FeQueit
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Other Strategies
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MEMO

To: Tom Moare, Superintendent of Schools
From: Jared W. Morin, Chief Information Officer
CC:  Andrew Morrow, Assistant Superintendent
Date: August 22, 2019

Re: Opening of Schoaols update 2019

Below are the schoo! district accomplishments for my department from the past school year, please
contact me with any questions.

1. Implemented a new data validation system for PowerSchool to ensure data entered meets field
requirements,

2. Built networks and programmed security cameras for the new Hall science wing, various school
construction projects and other office moves at Town Hall.

3. Digitized many paper forms leveraging Ecollect, a new online form system for PowerSchool, inclusive
of online registration for new students.

4. Implemented LevelData, a new system designed to improve automation and synchronization across
disparate systems.

5. Deployed over 1,139 new devices as part of the ongoing strategic technology refresh cycle; 141 new
iPads, 802 Chromebooks and 196 Windows devices for instruction.

6. Installed new municipal fiber to the Beachland Park facility for Pupil Service programs.

7. Launched our new website, which is more mobile friendly and of higher quality; all school sites are
customized for their own logo and school colors.

8. Maintained 99.99% uptime availability of the entire communications infrastructure for the past 12
months.

9. Doubled the internet speed for the district, going from one gigabit to two gigs.
10. Implemented a new notification system for Town Hall to help keep staff and visitors informed.

11. Closed over 12,959 work orders, an increase of 10.6% over the prior year; average time to
completion was 5 days, with 61% of work orders completed in 1 day or less,
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MEMO

To: Matthew W. Hart, Town Manager

From: Jared W. Morin, Chief Information Officer
Date: September 6, 2019

Re: Administration and Technology Committee Update

Below are the Town IT accomplishments for my department from the past fiscal year, please contact me with
any questions.

1. Implemented new managed guest wireless {Wi-Fi) for Bishops Senior Center, Veterans Memorial Skating
Rink, Westmoor Park, Rockledge Country Club, Elmwood Community Center and Cornerstone Aquatics
Center.

2. Providing ongoing Cybersecurity awareness training to all departments and divisions upon request.

3. Implemented Telestaff online for Police and Fire time and attendance, with integration to payroll.

4. Implemented ESO for the Fire Department to improve efficiencies and reduce duplication between EMS
and Fire systems.

5. Working with Everbridge to implement Conference Bridge to improve crisis communications in urgent
situations.

6. Implemented new address tools and grouped map themes by category in GIS system to improve ease of
use for residents.

7. Procured FAROs for the Police Department, a new technology that digitally captures an accident or crime
scene, analyses the data in 3D and delivers impactful courtroom materials, thus saving a lot of manual

reconstruction effort.

8. Served as co-chair for the Permitting Task Force to take a more holistic Jook at the current permitting
processes and develop a roadmap for improving the customer experience.

9. Maintained 99.99% uptime availability of the entire communications infrastructure for the past 12 months,
10. Implemented a new notification system for Town Hall to help keep staff and visitors informed.

11. Closed over 12,959 work orders, an increase of 10.6% over the prior year; average time to completion
was 5 days, with 61% of work orders completed in 1 day or less.
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Town of West Hartford — West Hartford Public Schools

T Plant and Facilities Services Department

Fax: 860 561-8141

TO:
FROM
DATE:

Administration and Technology Committee
Robert Palmer, Director of Plant and Facilities Services

September 9, 2019

SUBJECT: Plant and Facilities Services Update

CcC:

Matthew Hart, Town Manager

Daily Qperations

Town and school buildings continue to perform well with no major issues being encountered. We are
beginning to prepare for the transition from air conditioning to heating which typically occurs in the

middle

of October.

Capital Projects

Recently Completed and Current Projects - Town

DPW Incinerator Building Demolition — Completed

Cornerstone Roof Replacement & Structural Repairs — Completed
Cornerstone Sanitary Drain Pipe Replacement — Completed

Comerstone HVAC Replacements — In process

Faxon Library Drainage [ssues - Completed

Town Hall Front Door/Window Wall Replacement — Awarded, about to start
Brixton Street Facility Sitc Assessment and Master Plan - In process

Town Hall Solar Installation — In process

Recently Completed and Current Projects - BOE

¢ & & & & O

Hall Science Labs — Completed

Sedgwick (phase 1 of 2) and Morley Roof Replacements - Completed
Duffy and King Philip Flooring Replacements and Painting - Completed
King Philip Electrical Switchgear Replacement at - Completed
Sedgwick Auditorium Seating Replacement at - Conpleted

Bugbee Main Office Reconfiguration and Security Improvements — Phase 1 of 2 Completed
Hall Synthetic Turf Replacement — Completed

Hall Auditorium Sound Replacement — In process

Aiken. Conard, Webster Hill Security Improvements - Completed

Hall and Sedgwick Masonry Repairs - Completed

Morley Masonry Repairs — In process, to be completed in October
Smith Chiller Replacement — Fall 2019/Winter 2020

Hall Cooling Tower Replacement - Fall 2019/Winter 2020

Planned Summer2020 Projects — Town and BOE

e & & &

Cornerstone locker room flooring replacements
King Philip boiler replacement

Norfeldt parking lot resurfacing

Wolcott playground replacement

Hall Auditorium seating replacement



Hall Roof replacement over Guidance area

Sedgwick (phase 2 of 2) and Bracburn roof replacements

Smith and Norfeldt flooring replacement and painting

King Philip, Norfeldt, Smith, Webster Hill and Wolcott security improvements
Conard visitor bleacher replacement

¢ & & & O

Energy Conservation and Sustainability

e Utility Budget

o FY19 is still being reconciled, but the Utility Services Fund ended about $400,000 under
budget for Town and Board of Education combined. Expenditures were only slightly
above FY 18 despite utilty rate increases across the board.

The savings are largely due to reductions in use (kWh) from the implementation of
additional energy conservation projects with reappropriated utilty incentive funds. FY19
electreity use was 17.6 million kWh, down over 18% from 6 years ago.
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o As MDC rates rise at astounding rates (50%+) and new fees are added, this is an area that
should be investigated more closely. The Town (separate from BOE) now spends more
annually on water than natural gas.

e Energy Supply Procurement

o We have generation/supplier contracts for electricity locked in through Dec 2023.
o The current June-December 2019 Eversource rate is 8.796 cents/’kWh.

o Constellation contract on 10 large accounts is at a fixed rate of 8.27 cents/kWh for
April 2019-December 2020.



e Small accounts remain with Engie at 7.649 cents'’kWh fixed for December 2018-
December 2020
e All acounts will go to 7.57 cents’kWh fixed for December 2020 - December 2023.
o Gas still floating on CNG - annual average around $0.85/ccf, up 8.5% over last year. We
continue to monitor gas contract prices, but suppliers cannot beat CNG.

Renewable Energy Projects

o A 600 KW solar project on King Philip MS at 5.3 cents/kWh and 100 KW on Town Hall
at 6.5 cents/kWh are proceeding with Verogy. Town Hall construction starts this week.
o Virtual Net Metering credits from a 2.4 MW (approx 3 Million kWh per year) solar farm
in Thompson, CT, started in Feb 2018. This 20-yr contract has resulted in financial
savings of $30,000 in FY 18 and §78,000 in FY 19,
o For FY 19, we will increase our annual REC (renewable energy credit) purchase from our
usual 20% to 100% green power.
¢ This will cost an additional $12-13,000 (<0.5% of our annual electricity budget).
o It will allow the Town of West Hartford to make the claim of *100% Renewable
Energy” with respect to municipal electricity.
¢ ]t will also enhance our participation in programs like the EPA’s Green Power
Partnership and Sustainable CT, as well as supporting the long-term goals of our
town Comprehesive Energy Plan.

Energy Conservation Projects

o Most of the energy projects that were identified in FY 16 have been completed.

o Eversource has asked the Town to partner on a PR initiative highlighting this project.

o LED T8/T5 tube replacements in Town and BOE buildings are ongoing, funded by
higher-than-anticipated utilty incentives from the original FY 16 projects. LED lamps are
in high demand, and we face delays in receiving material. Over half the larger
Town/BOE buildings are complete. This summer. all of the school gyms were converted
to LED, as well as Sedgwick MS.

Sustainable CT

o After achieving Bronze certification in 2018 {good for 3 years) and sitting out 2019, our
plan is to pursue Silver certification in 2020.

o Sustainable CT has just rolled out a Community Match Fund in partnership with on-line
crowdfunding platform ioby. The prgram will match community/town fundraising efforts
for eligible projects 1:1.



